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CLICKING AWAY PRIVACY: EMAIL AND THE TORT OF INTRUSION
UPON SECLUSION
Email doesn't need postage. Today, many service providers offer email accounts for free and monetize them through
advertising. For example, every email sent to or from an account with “Gmail,” Google's popular email service, is an
advertising opportunity for Google. This is because Google, or, rather, its computer algorithms, “reads” each email as
it arrives or departs, scanning for keywords that will trigger corresponding advertisements. As a result, an email that
mentions photography may, when viewed by the recipient, display an advertisement for cameras. 1
In October 2012, Wayne Plimmer filed a class-action lawsuit against Google in British Columbia. 2 Mr. Plimmer, a nonGmail user, claims that Googe has been “reading” emails that he has sent to Gmail users, that he has never consented
to Google's use of his private emails for advertising purposes, and that Google is liable for damages for invading his
privacy. 3 The claim alleges invasion of privacy under both the common law and the British Columbia Privacy Act. 4
Gmail had more than 425 million active users in or around the time of the filing of the claim. 5
More than 120 years before, on a day in 1890, Samuel D. Warren, a Boston attorney, felt a similar frustration with his own
privacy interests. He and his wife had hosted a series of elite social events, including a wedding for their daughter, which
the Boston newspapers had covered in highly personal and embarrassing detail. 6 Exasperated, Warren approached his
former law partner, Louis D. Brandeis, with the desire of finding some legal remedy for this constant invasion of privacy,
one that would protect his right to be “left alone.”
Later that year, Warren and Brandeis published “The Right to Privacy” in the Harvard Law Review. 7 It called for
common-law protection for, among other items falling within the penumbra of privacy, the use of private letters by an
unintended third-party recipient. 8
In 1939, this proposed right to privacy was incorporated into the Restatement of Torts, and by 1960 it was adopted in 26
states and the District of Columbia. 9 In 1977, the Restatement (Second) of Torts provided as an example of such a tort an
“investigation or examination into [one's] private concerns, as by opening his private and personal mail.” 10 Throughout
the 20th century, it was taken as established that reading someone else's mail would satisfy the elements of this tort.
By 2001, all but two US states had recognized some form of a right to privacy, 11 and today the concept has begun
to make its way into Canadian law. 12 Yet, as the tort gains wider acceptance, its scope is called into question when
considered in the new context of Internet communications. Although Warren and Brandeis bristled at the thought of
third parties intercepting private mail, the facts of Plimmer v. Google have been described by one academic as an “areyou-kidding-me” lawsuit. 13
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This article explores why the act of intercepting and reading another's mail-- an act that was initially viewed as an
obvious example of an invasion of privacy--could today be viewed by some as an obvious nonstarter. This article first
compares the common-law invasion-of-privacy regime in Ontario with the statutory regime in British Columbia. The
regimes in these provinces are among the most developed of the Canadian invasion-of-privacy regimes and generally are
representative of the common law and statutory regimes in other Canadian jurisdictions. It is suggested that, in practice,
the analysis applicable *4 to the tort of intrusion upon seclusion, as a subset of invasion of privacy, is similar under
both the common law and statutory regimes.
Next, the article surveys US jurisprudence, which has informed the development of Canadian law, and shows why
voluntary disclosure of information to a third party may have different implications under the Canadian common law
regime than it does in the United States. Finally, the article explores the impact of consent under the common law and
statutory regimes, and briefly considers the potential implications for a case such as Plimmer.
INVASION OF PRIVACY IN CANADA
JONES V. TSIGE AND THE COMMON LAW TORT IN ONTARIO
In Jones v. Tsige, the Ontario Court of Appeal explicitly recognized a common law tort of invasion of privacy. The
case arose after Tsige, an employee at Jones' bank, accessed Jones' banking records at least 174 times. 14 Tsige was in a
relationship with Jones' former husband and claimed to be accessing the information to confirm aspects of a financial
dispute between Jones and her former husband. 15 Tsige acknowledged that this was contrary to the bank's policies
and apologized for her actions. 16 Justice Sharpe found that the defendant's conduct was “deliberate, prolonged and
shocking.” 17 He stated that, in his view, “the law of [Ontario] would be sadly deficient if we were to send Jones away
without a legal remedy.” 18 In searching for such a remedy, Justice Sharpe pointed to the description of the US tort
of “invasion of privacy” by academic William Prosser. 19 Prosser described four different manifestations of the tort
of invasion of privacy: (1) intrusion upon seclusion; (2) public disclosure of private facts; (3) publicity that places the
plaintiff in a false light; and (4) appropriation, for the defendant's advantage, of the plaintiff's name or likeness. 20 The
relevant form for both the Court in Jones, as well as for the purposes of this article, is the tort of intrusion upon seclusion,
which, for convenience, we will call the “tort of Intrusion.”
After reviewing the history of the tort of Intrusion in the United States, Justice Sharpe found it appropriate for the Court
to confirm the existence of such a cause of action in Ontario. 21
In defining the scope of the tort of Intrusion, Justice Sharpe “essentially adopt[ed]” 22 the definition given in the
Restatement (Second) of Torts (2010): “One who intentionally intrudes, physically or otherwise, upon the seclusion of
another or his private affairs or concerns, is subject to liability to the other for invasion of his privacy, if the invasion
would be highly offensive to a reasonable person.” 23
THE DIFFERENT (OR SIMILAR) TORT REGIMES IN BRITISH COLUMBIA AND ONTARIO
Unlike Ontario, British Columbia courts have to date not recognized a common law tort of invasion of privacy. In fact,
since the decision in Jones, British Columbia courts have, on at least two occasions, stood firm in asserting that such a
common law cause of action does not exist in British Columbia. 24 While BC courts not given an explicit explanation for
why the tort does not exist in the province, besides pointing to precedent predating Jones, 25 an obvious explanation is
that the tort would be largely redundant within the province because of the existence of an equivalent statutory remedy
under British Columbia's Privacy Act. 26
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In Nesbitt v. Neufeld, 27 Justice Crawford described the language of the Privacy Act as “codif[ying] the tort of invasion of
privacy,” 28 suggesting that courts in British Columbia are dismissing claims for invasion of privacy under the common
law not because of a jurisprudential opposition to its existence, but because the legislature has superseded it.
In general, the provincial privacy statutes establish a limited cause of action whereby liability will be found only if
the defendant acts willfully and without a claim of right. 29 Moreover, the nature and degree of the plaintiff's privacy
entitlement is circumscribed by what is “reasonable in the circumstances.” The legislation does not provide precise
guidance as to what constitutes an invasion of privacy. 30
Interestingly, the lack of guidance provided in the provincial legislation has in some cases led courts to an analysis
much like that under the common law in Jones. For example, in Nesbitt v. Neufeld, the plaintiff was suing for, inter
alia, an intrusion upon her *5 privacy. 31 During a custody battle, the defendant sent the content of private emails
between the plaintiff and a friend to third parties. 32 The British Columbia Supreme Court found that the plaintiff had
a “reasonable expectation that her personal information and private correspondence [would] not be emailed ... to third
parties ... without her knowledge and consent,” 33 and accordingly found the defendant liable for both breach of privacy
and defamation. 34 In considering the claim, the Court looked first to the language of the British Columbia Privacy Act,
but then supplemented the language of the statute by looking to Prosser's “classification of interests protected by the
law of privacy as developed in the United States.” 35 This was the same seminal article the Court in Jones looked at as
a foundation for the Ontario common law tort. 36
Despite the torts' divergent origins in British Columbia and Ontario, both jurisdictions have looked and, in all likelihood,
will continue to look to the US experience to flesh out the parameters of the tort in novel circumstances.
THE US TEST FOR INTRUSION UPON SECLUSION
In the United States, the tort of Intrusion has the following elements:
1. There was an unauthorized intrusion;

2. The intrusion was highly offensive to the reasonable person;

3. The matter intruded upon was private; and

4. The intrusion caused anguish and suffering. 37

The cases often turn on the presence or absence of the third element. In order to establish that a matter was private in
satisfaction of the third element, the claimant must show that he or she had a “reasonable expectation of privacy” in
respect of the matter. The test for determining whether a claimant had a reasonable expectation of privacy is the same as
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the test that applies to the Fourth Amendment of the Constitution. 38 The first step is demonstrating an actual subjective
expectation of privacy, and the second step asks if that expectation is objectively reasonable. 39
In Smith v. Maryland, 40 one of the leading US Supreme Court cases on reasonable expectations of privacy, an accused
attempted to have evidence of his phone records thrown out of his criminal trial. The Court declined to do so, finding
that the accused did not have a reasonable expectation of privacy in his phone records. 41 The Court reasoned that
because the accused had to communicate the phone numbers he was calling to the telephone service provider in order to
make the calls in the first place, he was voluntarily providing the data in question to a third party and therefore waiving
any privacy interest in it. 42
This case led to the development of a legal doctrine commonly known as “risk analysis.” This doctrine holds that a
person does not have a reasonable expectation of privacy in information if the person took the risk in providing the
information to a third party because that third party could, in turn, provide the information to another person. 43
The US risk-analysis cases suggest that while people may have some expectation of privacy in their received mail--based
on the reasonable expectation that an intruder would not open their mailbox and read its contents--a sender of mail, by
voluntarily sending the mail to a third party, has no equivalent reasonable expectation of privacy. 44
In contrast to the United States, the Supreme Court of Canada has decidedly rejected the US line of risk-analysis cases. 45
This means that while Canadian courts may begin their analysis into the tort of Intrusion by looking to US precedent,
it is likely that courts will turn to Canadian constitutional jurisprudence to determine whether there is a reasonable
expectation of privacy.
REASONABLE EXPECTATION OF PRIVACY IN CANADA
The Charter provides protection from state interference, as does the US Constitution. In particular, Section 8 of the
Charter provides that “[e]veryone has the right to be secure against unreasonable search or seizure.” 46 Courts have
interpreted this language to require government authorities to obtain prior judicial authorization, typically in the form
of a warrant, before intruding on an individual's reasonable expectation of privacy. 47 Courts have recognized that a
reasonable expectation of privacy applies to, among other things, a “biographical core of personal information” that
includes “information which tends *6 to reveal intimate details of lifestyle and personal choices of the individual.” 48
While the Charter does not apply to common law disputes between private individuals, courts have acted on several
occasions to develop the common law in a manner consistent with Charter values. 49 Notably, the Jones court expressly
considered Charter jurisprudence before concluding that “[t]he explicit recognition of a right to privacy as underlying
specific Charter rights and freedoms” supported “the recognition of a civil action for damages for intrusion upon the
plaintiff's seclusion.” 50 The Jones court also observed that the “[t]he right to informational privacy [recognized in
Charter jurisprudence] closely tracks the same interest that would be protected by a cause of action for intrusion upon
seclusion.” 51
Charter jurisprudence also may inform developments in the statutory privacy regime. In Bigstone v. St. Pierre, 52 the
Saskatchewan Court of Appeal analyzed the scope of the Saskatchewan Privacy Act, which is largely equivalent to the
British Columbia Privacy Act. In doing so, Justice Ottenbreit said, “apart from the Act, the development of the concept
and categories of privacy interests has been largely driven by Charter cases. The generally accepted categories include
personal, territorial and informational privacy.” 53
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To establish a reasonable expectation of privacy, a Charter applicant must demonstrate that the applicant had a
subjective expectation of privacy and that this expectation was objectively reasonable. 54 The existence of an objectively
reasonable expectation of privacy is determined on the basis of the totality of the circumstances. 55 Relevant factors
include the subject matter, the degree of intrusiveness, whether the information was already in the hands of third parties,
and, if so, whether it was subject to an obligation of confidentiality. 56 A reasonable expectation of privacy would
therefore be impacted by disclosure to a third-party, but in contrast to the US risk-analysis case law, would not necessarily
be waived by it. 57
CONSENT, TERMS OF SERVICE AGREEMENTS, AND THEIR IMPACT ON REASONABLE
EXPECTATIONS OF PRIVACY
The presence or absence of consent to an invasion of privacy can be an important factor in the analysis under the common
law and statutory privacy regimes. In respect to the statutory regime, Section 2(2)(a) of the British Columbia Privacy Act
deems it to not be a violation of privacy if the act or conduct was “consented to by some person entitled to consent.” 58
In respect to the common law regime, a party's consent to an invasion of privacy may undermine the party's ability to
demonstrate a reasonable expectation of privacy.
The only case dealing with the issue of consent in the context of the British Columbia Privacy Act is Hollinsworth v.
BCTV. 59 In that case, the plaintiff had consented to the videotaping of a tunnel graft surgery procedure to disguise
his baldness and to the use of that video for medical instructional purposes only. Seven years later, the parties that
conducted and videotaped the original procedure provided the videotape, which clearly showed the plaintiff's face, to
a broadcasting station, which subsequently aired it. The plaintiff sued the broadcasting station, among others, for an
invasion of privacy in breach of the Privacy Act.
The trial court referred to Section 2(2)(a) of the Privacy Act and determined that although the parties who gave the tape
to the broadcasting station were liable to the plaintiff, the broadcasting station was not. In reaching that conclusion,
the trial judge noted that the parties that had conducted and videotaped the original procedure gave the broadcasting
station consent to use the tape and assured them that the plaintiff had consented. The case at the trial level was dismissed
as against the broadcasting station on that basis. 60
When applied by analogy to the context of email, the decision may support an argument that if Party A sends an email
to Party B, and Party B consents to the disclosure of the email to Party C, then in certain circumstances Party C will be
protected from a claim by Party A, although Party A may still have a claim against Party B.
Consent is often a significant consideration in the context of Internet communications. When individuals use the Internet,
their personal data is transmitted to various service providers. Those service providers often impose “terms of service
agreements” which provide that personal data may be disclosed or used in certain circumstances. These contractual
“consent forms” usually are not read by even the most discerning users. 61
*7 Recent decisions under Section 8 of the Charter indicate that an individual's reasonable expectation of privacy may
be undermined by such terms of service agreements. 62 As the law develops, courts may apply the reasoning in these
decisions to lawsuits involving breaches of privacy.
The leading decision on the subject was issued by the Ontario Court of Appeal a few months after Jones. In R. v. Ward, 63
the accused was charged with possessing and accessing child pornography. During the investigation, the police, without
a search warrant, obtained information from the accused's Internet service provider (ISP) that identified the accused as
© 2018 Thomson Reuters. No claim to original U.S. Government Works.
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the person who had viewed a particular pornographic Web site at a particular time. The accused argued that he had
a reasonable expectation of privacy in the information, and that the police did not have the authority to receive the
disclosure without a warrant.
The terms of service agreement between the accused and the ISP provided, among other things, that the ISP could
disclose the accused's subscriber information to the police in connection with criminal investigations. It also provided that
customers, by subscribing to the service, automatically consented to the collection, use, and disclosure of their personal
information as described in the service agreement, unless the customer specifically withdrew that consent by completing
an “opt-out form.” There was no evidence that the accused had ““opted out”. 64
The trial court concluded in light of the terms of service agreement that the accused did not have a reasonable
expectation of privacy in the subscriber information. The agreement provided that the ISP reserved its right to
“disclose any information necessary to satisfy any laws, regulations, or other governmental request.” 65 It also provided
that the accused's use of the service constituted implied consent for the disclosure. There could be no objectively
reasonable expectation of privacy because the online service provider was “entitled to measure its obligation to maintain
confidentiality over personal information in accordance with the contractual arrangement with the subscriber.” 66
On appeal, the Court observed that the terms of service agreement was “a classic contract of adhesion” in which the
ISP “unilaterally set the terms of the service agreement and related documents.” 67 The Court ultimately concluded that
the accused did not have a reasonable expectation of privacy, and that the contractual provisions tended to reinforce
that conclusion. 68
However, the Court observed that “willing disclosure to third parties is not determinative of the existence of a legitimate
privacy claim under s. 8” 69 and emphasized that the result in the case was based on specific circumstances and was
“not intended to suggest that disclosure of customer information by an ISP can never infringe the customer's reasonable
expectation of privacy.” 70
Courts have reached similar conclusions in numerous cases involving nearly identical facts. 71 Significantly, courts have
held that terms of service agreements can undermine privacy expectations even when an individual did not receive formal
notice of the permissive disclosure clauses in the agreement. Courts have found it sufficient that an agreement was
published on the online service provider's Web site and was available to the individual, even if the individual was unaware
of its existence. 72
One might be tempted to argue that consent should not be considered effective unless it is fully informed and express.
However, in general, a user's ignorance of a terms of service agreement is irrelevant to the question of whether the user
has an objectively reasonable expectation of privacy. Instead, users have been presumed to be aware of and understand
the terms of service agreements to which they become subject.
This may give rise to further concern when service providers reserve the right to modify and amend their terms of service
agreements unilaterally at any time, 73 or when an individual's acceptance of an agreement is based on the individual's
use of the service rather than an affirmative signal of his or her assent to the agreement. 74 In addition, because most
online service providers have similar agreements, users may have no real alternative. Accordingly, user consent to terms
of service agreements may be implicit, uninformed, and partially coerced.
The issue is highlighted by the recent decision of the Supreme Court of Canada in R. v. Gomboc. The case involved a
police investigation that raised suspicions that the accused's home contained a marijuana grow operation. The utility that
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provided electricity to the home cooperated with the police to install a device on the power lines to record the accused's
electricity use. When the device disclosed a pattern of electricity use consistent with a grow operation, *8 the police
obtained a search warrant and seized large quantities of marijuana. The accused sought to exclude the evidence on the
basis that a warrant had not been obtained prior to installation of the device.
Seven justices of the Court concluded that the expectation of privacy in the electricity consumption information was
objectively unreasonable. Central to this conclusion was the existence of a legislative scheme that governed the terms of
the relationship between the accused and his utility. The scheme permitted the utility to disclose the accused's information
to the police for the purposes of investigating an offense, provided that the disclosure was not contrary to any express
request made by the consumer. 75 The scheme also mandated that the consumer contract include a clause stating that
“[i]nformation may be transferred without consent in the case of legal, regulatory or law enforcement requirements.” 76
The contract deemed the accused, by using the service, to have accepted this condition. 77
The reasons of four justices, written by Justice Deschamps, found that the scheme was one non-determinative factor,
albeit an important one, to be considered in the totality of the circumstances. 78 That conclusion was partially qualified
by the statement that “in view of the multitudinous forms of information that are generated in customer relationships
and given that consumer relationships are often governed by contracts of adhesion ... there is every reason for proceeding
with caution when deciding what independent constitutional effect disclosure clauses ... have on determining a reasonable
expectation of privacy.” 79
The reasons of three concurring justices, penned by Justice Abella, held that the scheme was determinative to the
conclusion that any expectation of privacy was objectively unreasonable. 80 This was the case regardless of whether the
accused informed himself of the legal parameters of his relationship with the utility. 81
In particular, the concurring justices held that “attribut[ing] the notional ignorance of an average customer about his or
her contractual obligations for purposes of assessing the reasonableness of privacy expectations ... conflates the subjective
and objective branches of the privacy inquiry.” 82 The concurring reasons also noted that while an “individual's actual-or imputed knowledge--is undoubtedly relevant when assessing whether there is a subjective expectation of privacy,”
such “unsubstantiated assumptions about a consumer's state of awareness should not be determinative [when] assessing
the objective reasonableness of the expectation.” 83
Despite the impact of these authorities, it may remain open for courts to find that an individual's subjective expectation of
privacy is objectively reasonable in the face of a permissive terms of service agreement that is itself unreasonable because
its terms are stringent, onerous, or contrary to those that a reasonable person would expect in the circumstances. In the
civil context, courts have declined to enforce standard form contracts in circumstances where a party was “unaware of
the stringent and onerous provisions,” unless “reasonable measures” were taken to “draw such terms to the attention”
of the party. 84 This reasoning may permit courts assessing privacy breaches in the civil context to avoid the harsh effect
of onerous terms of service agreements on an individual's expectation of privacy.
CONCLUSION
Having surveyed the burgeoning invasion-of-privacy regimes in Canada and considered the manner in which they might
evolve, we return to briefly consider how the law could apply to a case involving the tort of Intrusion in the context
of email.
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As it turns out, the answer may well depend on which of the invasion-of-privacy regimes apply. We have shown how,
despite divergent origins, courts in British Columbia and Ontario have developed the tort along parallel, and largely
equivalent, paths--both using the same US jurisprudence to fill in the scope of just what “invasion of privacy” might
entail. However, there is potential for divergence on the issue of consent.
One key element of Plimmer is that the plaintiff had no contractual relationship with Google. However, the recipients
of the plaintiff's emails did have such a relationship, and those recipients had, through that relationship, consented to
Google's act of “reading” the emails. 85
Under the common law and statutory regimes, it is clear that Party A cannot have a claim against Party B based on
an email received by Party A from Party C if Party A consented through a terms of service agreement to disclosure of
that email to Party B.
*9 However, because Canadian courts have rejected the “risk analysis” doctrine prevalent in US law, it seems likely
that the Canadian common law regime will not hold Party C to have waived his or her reasonable expectation of privacy
in the email as against Party B merely because Party C sent the email to Party A, who in turn consented to disclose it
to Party B. Party C could conceivably still claim that he or she held a reasonable expectation of privacy in the email if
he or she actually held a subjective expectation of privacy and that expectation was objectively reasonable. A personal
email sent from a doctor to a patient, or even a solicitor to his or her client, might contain private, possibly privileged
information that the sending party has every expectation will remain private. A party not privy to the email provider's
terms of service may have no reason to suspect that such privacy is imperiled.
The result may be different under the statutory regime. Under the British Columbia Privacy Act, a defendant is protected
from a claim if the defendant obtained consent from a person “entitled to consent.” While there is limited precedent
available on this point, one might rely on this language to argue that Party A's consent to disclose the email to Party B
provides Party B with a defense against Party C in appropriate circumstances, although Party C might still have a claim
against Party A. This language, as well as similar language in comparable legislation in other Canadian jurisdictions,
may well send the statutory regime along a different development path as the modern law of privacy develops.
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