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• E-TRIALS SEEN AS “ESSENTIAL” FOR JUSTICE IN THE FUTURE • 
Luigi Benetton 

Luigi Benetton Communications 

The only one of its kind in Toronto, Courtroom 
807 at 393 University Avenue is outfitted for 
“electronic” trials, a trend many in the legal 
community see as essential to the evolution of 
the Canadian justice system. 

E-courtrooms aren’t new. Room 807 has been 
“wired” since 1997, costing $250,000 when it 
was first assembled, according to Michael Fer-
nandez, manager of court services for Ontario’s 

Superior Court of Justice. “It doesn’t cost 
any more than a regular courtroom to use,” 
Fernandez notes. 

Room 807 is clearly no ordinary courtroom. For 
instance, flat-panel monitors sit at each desk, on 
the judge’s bench and the witness box. During a 
trial, each screen shows documents displayed by 
the court registrar as determined by a previously 
agreed-to road map for the day. 

Documents enter the courtroom via physical 
media, like laptop hard disks and USB memory 
sticks (a document scanner lets lawyers put 
hard-copy documents on the screens), since 
wireless Internet access isn’t yet available and 
the court doesn’t (yet) allow usage of its servers 
to store documents. (Should this change, docu-
ments could arrive via a court-administered 
e-filing system — which doesn’t yet exist). 

Handling documents electronically remains the 
main draw for e-courtrooms. “Doing trials elec-
tronically cuts court time by at least 25 per 
cent,” says the Honourable Justice Arthur Gans 
of Ontario’s Superior Court of Justice. 
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“If we get shorter trials and reduce time worked 
by judges, court staff and lawyers, it pays for 
itself quickly,” she adds. “And if 807 is used, 
there will be more funding to convert more 
courtrooms.” 

[Editor’s note: Based in Toronto, Luigi Benetton 
writes for B2B technology companies as well as 
for trade and consumer publications. Learn more 
at www.LuigiBenetton.com] 

• THE INTERNET, CLOUD COMPUTING, AND THE CHARTER RIGHT  
TO PRIVACY: THE EFFECT OF TERMS OF SERVICE AGREEMENTS 

ON REASONABLE EXPECTATIONS OF PRIVACY IN CRIMINAL CASES • 
Matthew Nied 
Student-at-Law

Introduction 

The use of the internet as a tool in the commis-
sion of crime has given rise to new search and 
seizure issues. When individuals use the internet, 
their personal information may be transmitted to 
various online service providers, such as social 
networking websites, email service providers, 
and internet service providers (“ISPs”). In many 
cases, online service providers impose terms of 
service agreements on their users which require 
them to agree to the disclosure of their personal 
information to the authorities for the purpose of 
criminal investigations. Recent decisions indicate 
that such terms of service agreements are a key 
factor in assessing the legality of warrantless dis-
closure in the internet context under s. 8 of the 
Canadian Charter of Rights and Freedoms.1 

These decisions may contribute to an erosion of 
privacy rights as the internet becomes increas-
ingly central to daily life. Individuals use the 
internet to perform a variety of personal activi-
ties, including writing and receiving correspon-
dence, storing personal files, and developing 
social networks. However, in order to use these 
increasingly vital services, individuals must 
trust their information to online service provid-
ers. In doing so, users often unknowingly sub-

ject themselves to non-negotiated terms of 
service agreements that may limit their privacy 
expectations. As computing trends fuel a migra-
tion of information from personal computers to 
remote servers controlled by online service pro-
viders, more of the public’s information may 
become exposed to warrantless seizure by the 
state. This article surveys the law, discusses the 
effect of terms of service agreements, and con-
siders the privacy implications. 

Reasonable Expectations of Privacy on 
the Internet 

Section 8 of the Charter provides that 
“[e]veryone has the right to be secure against 
unreasonable search or seizure.”2 Courts have 
interpreted this language to require the authori-
ties to obtain prior judicial authorization before 
intruding on an individual’s reasonable expecta-
tion of privacy.3 In the internet context, a rea-
sonable expectation of privacy exists in respect 
of a “biographical core of personal information” 
which includes “information which tends to re-
veal intimate details of lifestyle and personal 
choices of the individual.”4 

To challenge the legality of a warrantless 
search, the accused must first establish that they 
had a reasonable expectation of privacy.5 This 
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requires the applicant to demonstrate that they 
had a subjective expectation of privacy and that 
this expectation was objectively reasonable.6 
The existence of an objectively reasonable ex-
pectation of privacy is determined on the basis 
of the totality of the circumstances.7 Relevant 
factors include the subject matter of the search, 
the degree of intrusiveness, whether the infor-
mation was already in the hands of third parties, 
and, if so, whether it was subject to an obliga-
tion of confidentiality.8 

The disclosure of user information by online 
service providers is also governed by the Per-
sonal Information Protection and Electronic 
Documents Act [PIPEDA]9 and its provincial 
counterparts.10 Section 7(3)(c.1) of the PIPEDA 
permits online service providers to “disclose 
personal information without the knowledge or 
consent of the individual” provided that the dis-
closure is made in response to a request by a 
government authority that has identified that it 
is seeking to obtain the information on the basis 
of “lawful authority”, which courts have gener-
ally interpreted as something less than prior ju-
dicial authorization.11 However, the PIPEDA 
does not allow the authorities to avoid seeking 
prior judicial authorization to obtain disclosure 
of information that is subject to a reasonable 
expectation of privacy.12 

The Effect of Terms  
of Service Agreements 

Several recent decisions have considered the 
effect of terms of service agreements on 
reasonable expectations of privacy in the inter-
net context. These decisions have all concerned 
the issue of whether there is a reasonable ex-
pectation of privacy in subscriber information 

(name and address) attached to an internet 
protocol (“IP”) address associated with sus-
pected unlawful activity. These cases reveal 
that a terms of service agreement is a signifi-
cant factor to be considered in assessing 
whether an expectation of privacy is objec-
tively reasonable. 

In R. v. Ward the police identified an IP address 
believed to be associated with the sharing of 
child pornography on the internet.13 The police 
made a warrantless request to the ISP for the sub-
scriber’s name and address pursuant to the 
PIPEDA. The police obtained the information 
and relied on it to obtain a warrant to search the 
accused’s home, which resulted in the discovery 
of child pornography. The applicant argued that 
he had a reasonable expectation of privacy in the 
subscriber information that was critical to obtain-
ing the search warrant, and that the police did not 
have the authority to receive the disclosure with-
out prior judicial authorization. 

The Court concluded in light of the terms of 
service agreement that the accused did not have 
a reasonable expectation of privacy in the sub-
scriber information. The agreement provided 
that the ISP “reserved its right to … disclose 
any information necessary to satisfy any laws, 
regulations, or other governmental request.”14 It 
also provided that the accused’s use of the ser-
vice constituted implied consent for the disclo-
sure. There could be no objectively reasonable 
expectation of privacy because the online ser-
vice provider was “entitled to measure its obli-
gation to maintain confidentiality over personal 
information in accordance with the contractual 
arrangement with the subscriber.”15 
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Courts have reached the same conclusion in 
numerous cases involving nearly identical 
facts.16 Two general observations are worthy of 
note. First, as in Ward, many courts have per-
mitted warrantless disclosure even where the 
terms of service agreements were broadly 
phrased and it was not clear from the language 
that disclosure might occur in the absence of 
prior judicial authorization. For example, in R. 
v. Wilson the terms of service agreement stated 
that the ISP could “disclose personal informa-
tion without knowledge or consent … to comply 
with a subpoena, warrant or other court order, or 
as may be otherwise required by law.”17 The 
Court concluded, in the absence of language 
clearly stating that disclosure could occur in the 
absence of judicial authorization, that an expec-
tation of privacy could not have been reasonable 
“by virtue of the contractual terms on which the 
internet service was provided”.18 Similarly, in R. 
v. Brousseau the terms of service agreement 
provided that the ISP would not disclose infor-
mation other than the subscriber’s “name, ad-
dress and listed telephone number” if required 
“pursuant to a legal power.”19 The Court held 
that this exclusionary language “disclaim[ed] 
any suggestion of privacy or confidentiality in 
the information held by the [ISP].”20 

The second noteworthy observation is that courts 
have held that expectations of privacy may be 
undermined in circumstances where an accused 
did not receive formal notice of the permissive 
disclosure clauses in the terms of service agree-
ment. Courts have found it sufficient that an 
agreement was published on the online service 
provider’s website and was available to the ac-
cused, even if the accused was unaware of its ex-
istence. For example, in R. v. McNeice the Court 

concluded that although a “lack of formal ac-
knowledgement might be relevant to [an ac-
cused’s] subjective expectations of privacy”, it 
would “not be [objectively] reasonable [for an 
accused] to not inquire as to the applicable terms 
of service.”21 Similarly, the accused in R. v. Fri-
ers could not have a reasonable expectation that 
his information would remain confidential be-
cause the terms of service agreement was “pub-
lished and available to [the accused] although he 
did not think to access or investigate the terms 
under which his internet service was provided.”22 

These decisions appear to be consistent with the 
conclusion of the Supreme Court of Canada in 
the recent case of R. v. Gomboc.23 There, the 
Court considered the effect of a terms of service 
agreement on an accused’s privacy expectation. 
The case involved a police investigation which 
raised suspicions that a marijuana grow opera-
tion was located in the accused’s home. The 
utility that provided electricity to the home co-
operated with the police to install a device on 
the power lines to record the accused’s electric-
ity use. When the device disclosed a pattern of 
electricity use consistent with a grow operation, 
the police obtained a search warrant and seized 
large quantities of marijuana. The accused 
sought to exclude the evidence on the basis that 
a warrant had not been obtained prior to installa-
tion of the device. 

Seven justices of the Court concluded that 
the expectation of privacy in the electricity 
consumption information was objectively unrea-
sonable. Central to this conclusion was the exis-
tence of a legislative scheme that governed the 
terms of the relationship between the accused 
and his utility. The scheme permitted the utility 
to disclose the accused’s information to the po-



Internet and E-Commerce Law in Canada September 2011 Volume 12, No. 5 
 

 

 43

lice for the purposes of investigating an offence, 
provided that the disclosure was not contrary to 
any express request made by the consumer.24 
The scheme also mandated that the consumer 
contract include a clause stating that 
“[i]nformation may be transferred without con-
sent in the case of legal, regulatory or law en-
forcement requirements.”25 The contract deemed 
the accused, by using the service, to have ac-
cepted this condition.26 

The reasons of four justices, written by Justice 
Deschamps, found that the scheme was one non-
determinative factor, albeit an important one, to 
be considered in the totality of the circum-
stances.27 That conclusion was partially qualified 
by the statement that “in view of the multitudi-
nous forms of information that are generated in 
customer relationships and given that consumer 
relationships are often governed by contracts of 
adhesion … there is every reason for proceeding 
with caution when deciding what independent 
constitutional effect disclosure clauses … have 
on determining a reasonable expectation of pri-
vacy”.28 The reasons of three concurring justices, 
penned by Justice Abella, held that the scheme 
was determinative to the conclusion that any ex-
pectation of privacy was objectively unreason-
able.29 This was the case regardless of whether 
the accused informed himself of the legal pa-
rameters of his relationship with the utility.30 

Implications for Internet Privacy 

The cases support the proposition that an indi-
vidual’s right to privacy on the internet may be 
undermined by terms of service agreements that 
purport to limit privacy expectations. As a re-
sult, the issue of whether there is a reasonable 
expectation of privacy may be determined, in 

most cases, by reference to contract.31 While 
this proposition may seem reasonable when 
considered in cases involving the disclosure of 
subscriber information, it may cause greater 
concern when applied to cases involving the 
disclosure of content information, such as the 
text of emails, the data contained in online hard 
drives, and the queries entered into search en-
gines.32 While some online service providers 
might choose to require the authorities to seek 
judicial authorization before permitting such 
serious intrusions,33 that decision could be theirs 
alone to make. As the Court noted in R. v. Cut-
tell, these judicial developments may have the 
effect of shifting the debate about whether dis-
closure is appropriate “beyond the reach of the 
courts” and into the hands of the authorities and 
online service providers.34 As a consequence, the 
“safeguard of an independent judicial arbiter” 
may “no longer be available to assess, in ad-
vance, whether the individual’s right to privacy 
should give way to the law enforcement goals of 
the state.”35 

Heightening this concern is a shift in the pub-
lic’s computing habits. The rise of “cloud com-
puting” — the practice of using the internet 
to process, manage, and store data on remote 
network servers — now permits individuals to 
perform traditionally private activities on the 
internet. This computing trend is fueling a mass 
migration of information, once stored on the lo-
cal hard drives of personal computers, to remote 
servers in a domain controlled by online service 
providers.36 Although courts have recognized 
significant expectations of privacy in respect of 
information confined to personal computers,37 
the same information may now fail to attract 
similar privacy expectations if uploaded to the 
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internet and subjected to permissive terms of 
service agreements. 

As a result, the right to privacy on the internet 
may become dependent on whether the informa-
tion is stored locally (on an individual’s 
computer), or remotely (by an online service 
provider). Unfortunately, as online services be-
come less distinguishable from their offline 
counterparts, average users may have difficulty 
distinguishing between services that store their 
personal information remotely rather than lo-
cally. Technological advances are now permit-
ting information stored on the internet to appear, 
to the average user, as though it were stored on 
their personal computer.38 This may cause users 
to have an expectation that personal information 
is on their computers when it is, in fact, stored 
remotely and is subject to a terms of service 
agreement that undermines any expectation of 
privacy. 

Such inadvertence or ignorance has generally 
been irrelevant to the question of whether an in-
dividual has an objectively reasonable expecta-
tion of privacy. Individuals are presumed to be 
aware of and understand the terms of service 
agreements to which they become subject. This is 
so despite the reality that terms of service agree-
ments are often lengthy, complicated, non-
negotiable, and blindly accepted without being 
read. Many online service providers also reserve 
the right to modify and amend their terms of ser-
vice agreements unilaterally at any time.39 In 
some cases, an individual’s acceptance of an 
agreement may also be based on their use of the 
service rather than an affirmative signal of their 
assent to the agreement.40 Moreover, because 
most online service providers have similar 
agreements, users may have no real alternative 

besides forgoing their use of the internet. User 
consent to terms of service agreements may thus 
be implicit, uninformed, and partially coerced. 

These concerns may support an argument that 
terms of service agreements should not render 
an accused’s expectation objectively unreason-
able where a reasonable person could not be 
expected to appreciate its impact in the circum-
stances. This proposition was accepted in a 
similar context by the dissent in Gomboc. 
Unlike the other justices, McLachlin C.J.C. and 
Fish J. concluded that the existence of a permis-
sive legislative scheme and terms of service 
agreement “[did] nothing to render [the ac-
cused’s] subjective expectation objectively 
unreasonable” because the reasonable person 
could not be expected to understand the scheme 
or be aware of its impact.41 According to this 
dissent, a “presumption of awareness” could 
“not operate to, in effect, narrow the consumer's 
constitutional rights.”42 

While this argument seems apposite in the inter-
net context, the result in Gomboc may have 
foreclosed it.43 Three concurring justices held 
that “attribut[ing] the notional ignorance of an 
average customer about his or her contractual 
obligations for purposes of assessing the reason-
ableness of privacy expectations … conflates the 
subjective and objective branches of the privacy 
inquiry.”44 The concurring reasons also noted that 
while an “individual’s actual — or imputed 
knowledge — is undoubtedly relevant when as-
sessing whether there is a subjective expectation 
of privacy”, such “unsubstantiated assumptions 
about a consumer’s state of awareness should not 
be determinative [when] assessing the objective 
reasonableness of the expectation.”45 Such a prac-
tice would “collaps[e] the two branches of the 
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inquiry into a single inquiry into subjectivity.”46 
Taken to its logical extreme, this view implies 
that an individual’s subjective expectation of pri-
vacy can never be objectively reasonable where 
there exists a valid contract of adhesion that pur-
ports to negate any expectation of privacy. 

However, it may remain open for courts to find 
that an individual’s subjective expectation of 
privacy is objectively reasonable in the face of a 
permissive terms of service agreement that is 
itself unreasonable because its terms are strin-
gent, onerous, or contrary to those that a reason-
able person would expect in the circumstances. 
In the civil context, courts have declined to en-
force standard form contracts in circumstances 
where a party was “unaware of the stringent and 
onerous provisions”, unless “reasonable meas-
ures” were taken to “draw such terms to the 
attention” of the party.47 This reasoning may 
permit courts to avoid the harsh effect of oner-
ous terms of service agreements on an individ-
ual’s expectation of privacy. Similar support for 
this reasoning may be found in s. 5(3) of the 
PIPEDA, which provides that disclosure may 
only occur “for purposes that a reasonable 
person would consider appropriate in the 
circumstances.”48 

Alternatively, it might be argued that warrantless 
disclosure should not be permitted where a dis-
closure clause is broadly phrased and fails to 
expressly state that disclosure may occur in the 
absence of prior judicial authorization. In these 
circumstances, courts may avoid the effect of a 
broadly phrased disclosure clause by adopting a 
narrow interpretation more consistent with an 
individual’s subjective expectation of privacy. 
Although courts have yet to take such an ap-
proach in cases involving the disclosure of sub-

scriber information, courts may be inclined to do 
so in cases involving more serious intrusions. 

[Editor’s note: Matthew Nied, B.Comm. (Al-
berta), LL.B. (Victoria) clerked at the Supreme 
Court of British Columbia in 2010-2011. He will 
article in Vancouver. The views expressed are 
personal opinions and not those of his employer.]
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